Access Archon Column #29—Digital Certificates

By Helen Feddema

This column’s topic isn’t limited to Access—it applies to writing code in all Office 2000 applications.  It may be jumping the gun a bit to discuss a product that isn’t generally available yet (though it is out of beta, as of 4/15/99), but I want to give Microsoft and VeriSign a chance to clear up this mess before June.

I generally turned off the annoying macro virus warning in Office 97 (it can be turned off in Word and Excel, but not in Outlook; Access 97 didn’t trigger the warning, because Access macros are a different kind of beast).  But with the new plague of macro viruses, this is just too risky.  Still, you shouldn’t have to see this warning about your own code—after all, if you wrote it, you know you didn’t plant any viruses in it!  So I was pleased to find a Help topic called “Signing a VBA Project” in Office 2000 Help, which describes several ways of signing VBA code with a certificate that guarantees (with varying degrees of certainty) that the code is from a trusted source, and therefore won’t trigger the warning message.

According to this Help topic, there are three types of certificates:  

	Certificate Type
	How You Get It
	Intended for
	Security Level

	Personal Certificate
	You create this certificate using the SelfCert.exe utility
	Anybody who writes code
	Low; intended only for use on your own computer during development

	VeriSign Class 2 Digital ID
	From the VeriSign Corporation (http:/www.verisign.com), or click the Get a Digital ID link on the Tools|Options|Security page in Outlook
	Individual software developers
	Medium; provides assurance to others about the identity of the code author

	VeriSign Class 3 Digital ID
	
	Corporate or organizational software developers
	High; gives assurance about the code publishing organization


Well, that’s the idea.  The reality is somewhat different.  I went to the VeriSign Web site and looked all over for information on getting a Class 2 Digital ID.  I couldn’t find a thing, although there was lots of information about getting Class 3 IDs (fine if you have a high Dun & Bradstreet rating and $300 to spare for the fee).  I exchanged some e-mail with VeriSign, and here is the response I got:

We apologize for the inconvenience but we cannot issue you a Class 2 code signing ID.  Our current policies require that upon issuance, your personal identity be checked again against a third-party consumer database. This service has been terminated at least for the near-term.  We are looking into ways to provide a new and  improved class 2 service.  We will not be 

offering class 2 certificates using the existing process while we are evaluating new ways to offer an improved service.

Microsoft and VeriSign need to get together and fix this problem, so that Office 2000 developers can obtain Class 2 Digital IDs.  (Maybe in the interval they could waive the Dun & Bradstreet rating and the $300 fee for individual developers!)

So what can you do for now?  Run the SelfCert.exe utility and roll your own Personal Certificate.  SelfCert.exe should be in your \Microsoft Office\Office folder, but if it is missing, you can re-run Office 2000 setup and select it from the Office Tools branch of the installation tree.  When you run this utility, a dialog opens with lots of explanatory text and a text box where you enter your name; after entering your name and clicking OK, you get a message confirming that a personal certificate has been created in your name.

To use the personal certificate, open the VBE window for an Office 2000 program, then drop down the Tools menu and select Digital Signature; the Digital Signature dialog opens, where you can click the Choose button to select the certificate you just created (or any others that may be available).  Now, with security set to Medium or High (to trigger the macro virus warning when running code), the warning message will only appear the first time you open the document containing the signed code.

Curiously, in Outlook at least the Security settings aren’t on the Security page of the Tools|Options dialog, where they belong, but on a Security command off the Tools|Macros menu.  I created my personal certificate, and set the security level to Medium, and I found that I didn’t get a warning, even the first time.  That’s fine with me, though it isn’t exactly as spec’d.  Looks like this feature still needs some work, but at least it offers a degree of convenience while maintaining some security when you are working with your own code.

